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PEKOMEHJAIMU K/IMEHTAM 000 MKK «MEJJUYMCKOP»
110 COBJIIOJJEHUIO MEP HH®OPMALIMOHHOM BE30OIACHOCTH
B LIEJISIX IPOTUBOJAENCTBUA HE3AOHHBIM
®UHAHCOBBIM OIIEPALIMAM

1. OO6mmue NMoJIoKEeHHUS

Hactosimue pekoMmeHjauuu paspaboTaHbl OO6ILECTBOM € OTPaHUYEHHOH OTBETCTBEHHOCTBIO
MUKpOKpeaAuTHass kKomnaHus «MeauymCkop» (masee - KommaHusi) B COOTBETCTBUU C
TpeboBaHusAMU [losi0’keHUsT 00 YyCTAaHOBJIEHUH 00s13aTe/IbHbIX [JI HEKPeAUTHbIX pUHAHCOBBIX
opraHusalyii TpeGOBaHUMM K ob6ecneyeHUWIO 3al[dThl HHPOPMAIUKU MPU OCYLIECTBJIEHUU
JleITe/IbHOCTH B cdpepe (UHAHCOBBIX PBIHKOB B IeJisIX NPOTHUBOJIEUCTBUSA OCYIIECTBJIEHHUIO
He3aKOHHbIX QUHAHCOBbIX onepanuii (yTB. bankoM Poccuu 17.04. 2019 r. No 684-1I1).
3ajjlauM  3amUTbhl UHPOPMAIUK CBOJATCA K MUHUMU3ALMU yllepba W MNpeoTBpalleHHuIo
BO3/JIeICTBUH CO CTOPOHBI 3JIOYMbIIIJIEHHUKOB. /JlJis1 obecneyeHUsl HajJexalledl CTelneHU
3alMIEHHOCTH JI0/DKEH ObITh 06ecreyeH KOMILJIEKCHBIN MO/X0/I, KaK Ha cTopoHe KoMmnaHuu, Tak
Y Ha CTOPOHE eé KJIUEeHTOB.
Bo3MoXKHbIe PUCKH MOJIy4eHHS] HECAHKI[MOHUPOBAHHOTO JOCTYMA K 3al[ylllaeMold UHPOPMALUHU C
LieJIbI0 OCyllecTBJeHUsT QUHAHCOBBIX ONepanuil JuLaMH, He 006J1aJaloliMMHM NpPaBOM Ha MX
OCyLeCTBJIEHME, MOTYT BO3HUKATh MIyTEM peain3alluy BUPYCHBIX aTaK, TAKUX KaK:
o «OUIINUHI» - mnombITKa MNepexBaTa JIMYHbIX JAaHHbIX KjaWeHTa. OJUMH H3 CcaMbIX
pacrnpocTpaHeHHbIX CIOCO60B QUIIMHTA 3aKJII0YAETCS B OTIPABKe 3JIEKTPOHHBIX TMCEM OT
MOLIEHHUKOB, KOTOpble BBIJAIOT CebsA 3a NpeAcTaBUTeJied U3BeCTHOW KommaHuu. Kak
IpaBUJIO, B 3JIEKTPOHHBIX IMCbMaX OT MOIIEHHHUKOB COZEPXKUTCS CChbIJIKA HA HE6e30TMacHY10
cTpaHULly web-caliTa. Ha 3Tol cTpaHuLie 3/10yMBILIIJIEHHUKHY NpeiaraloT NOTEeHLUaJIbHOU
»KepTBe BBECTU CBOM NEpPCOHAJIbHbIE JJaHHbIE, IPU 3TOM MOTEeHMalbHAA KepTBa MOXKET
noJiaraTh, YTO BBOJ, JAHHbIX 6e30MaceH, TOTrAa Kak B JeWCTBUTEJNbHOCTH MHPOpMaLUSA
NOXUIAETCS 3JI0YMbILLJIEHHUKAMHU.
o «[IPETEKCTUHI'» (anrsn. pretexting) — araka, B KOTOpPOW 3JIOyMbIIIJIEHHUK
NpeACTaBJAseTCAd JpPYyrMM 4YeJ0BEKOM M 10 3apaHee NOJTOTOBJIEHHOMY CLieHapHUIio
BbIHYK/jaeT BblAATh KOH(QUJEeHIMalbHyl0 HHPOpMauuip. IJTa aTaka MNoJpasyMeBaeT
JIOJDKHYI0 NOATOTOBKY, Ha/lWuue WHPopMauuu: AeHb poxzaeHus, UHH, Homep nmacmopra
au60 nociefHue LUPPHI cyeTa AJis TOro, YTOOBI He BbI3BAaTbh MOLO3PEHHUU Yy KEPTBHI.
O6bIYHO peanusyeTcs yepe3 TesedOH UIU 3JEKTPOHHYIO IOUTY.
o «CMHUIIHUHI», «SMS-®UIIHUHT» (oT «SMS» u «puimuHr»). Paccbiika SMS coo0bIeHUH,
Coiep>KallluX CCbLJIKM Ha (QUIIMHTOBBIM CaWT, BXOJs Ha KOTOPbIM W BBOJS CBOHU
NepcoHaJIbHbIE JJaHHbIE, >KepTBa NlepeZlaéT UX 3JI0yMbIIIJIEHHUKAM.
e «TPOAHCKUM KOHb» - BHJ BpeJOHOCHOTO NPOrpPaMMHOTO oOGecHedeHHs,
NPOHUKAIOUIEr0 Ha YCTPOMCTBO >XEPTBBI MOJ BUJOM JierajbHbIX MporpaMm. B gaHHyO
KaTeropuil BXOJSAT MNPOrpaMMbl, OCYIIECTBJISIIOLIME pa3WyYHble HENOATBEPXK/JEHHbIE
noJib30BaTeJieM JeUCTBUSA: COOp HHPoOpMaUM OAHKOBCKUX KapT U eé mepenadyy
3JIOyMBIILJIEHHUKY, €€ UCNI0JIb30BaHUE, yAjaJIeHUEe WY 3JI0HAMEePEHHOE U3MEHEHHE.
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2. PexkomeHjauuM mno 3amuTe HMHPOpMALUM OT BO3JEHCTBHS NPOrpaMMHBIX KOJOB,
NPUBOAAIIMX K HapPyUIEHUI0 IITATHOTO (PYHKIMOHHUPOBAHUSA CPEACTB BbIYMCIUTEJTbHOU
TEeXHUKHM B LeJISIX IPOTUBOAENCTBUS HE3aKOHHBIM (MHAHCOBBIM OIlEPALMAM.

2.2. AHTHUBHpYCHas 3allUTa OCYLIECTBJAETCA C LeJbI0 HCK/JIIYEHUS BO3MOKHOCTEU
NOSIBJIEHUS] Ha YCTPOWCTBAX, C KOTOPbIX OCYLIECTBJSAETCA paboTa C CUCTEMOH,
KOMIIBIOTEPHBIX BUPYCOB M IpPOTrpaMM, HallpaBJeHHbIX Ha paspylleHHe, HapyLleHHe
paboTOCINOCOOHOCTH UK MOAMPHUKALUIO TPOrpaMMHOro obecnedeHus (fasnee - [10) 1ubo
Ha nepexBaT KHOpPMaAIMH, B TOM YHCJIe TapoJiei.

2.3. PexoMeHJyeTcsi yCTaHOBUTb M CBOEBPEMEHHO OOHOBJATb Ha YCTPOWCTBE
aHTUBUPYCHOE MNpPOTpaMMHOe ob6ecreyeHue, M YCTAHOBUTb B TaKOM IpPOrpaMMHOM
obecrniedeHUH 0 YMOJYAaHUIO0 MaKCHUMaJIbHbIH YPOBEHb MOJUTUKU 6€30MaCHOCTH.

2.4. He pexe ofHOro pasa B HeJeJl0 B aBTOMAaTH4YeCKOM peXHUMe pPeKOMeHAyeTCs
OCYLIeCTBJATh TOJIHYI0O NpPOBEPKYy YCTPOMCTBA Ha IMpeJMeT Ha/JM4iUs BHUPYCOB U
BpeZJ0HOCHOT'0 NPOTPaMMHOTO KOZa.

2.5. AHTUBHpYCHOe IpOrpaMMHOe obecrniedeHHe JOKHO 3aMyCKaTbCsl aBTOMAaTHUUYECKH, C
3arpy3Koy onepanioHHOW CUCTEMBL.

2.6. PexoMeHjyeTcsl mojBepraTb aHTUBHUPYCHOMY KOHTpPOJIIO JiI0Oy0 HHPOpMaLHIo,
NoJiyyaeMyl0 U IepefjaBaeMyl0 MO TeJeKOMMYHHUKALMOHHBIM KaHa/laM CBfI3H, a TaKXe
MHbOpPMaIMI0 HAa CbeMHBIX HocuTe X (MarHuTHbIX, CD/DVD auckax, USB-HakonuTensx u
T.1.). [Ipy¥ HAJIMUMK TEXHUYECKOW BO3MOXKHOCTH CKAHUPOBAHUE JJOJIXKHO OCYLIECTBJISThCS
B aBTOMaTU4Y€CKOM peKUMe.

2.7. Ilpu noo3peHUsIX HA HAJIMYKE BUPYCOB Ha YCTPOUCTBE (B YaCTHOCTH, HEOXKUJAHHBIX
«3aBUCaHUAX», llepe3arpys3Kax, MOBBIIIEHHOW CeTeBOM aKTHUBHOCTHU), PEKOMEeHJYeTcs
IOJIHOCTBIO BO3/€P>KaThCA OT MCIOJIb30BAHUSA CUCTEM JEHEXHbIX NepeBoAoB U JInyHOoTro
KabvHeTa 3aeMljUuKa Ha oduuuasbHoM caWTe Komnanuu B UHPOpPMALUOHHO-
TeJIeKOMMYHUKallMoHHON ceTu «WHTepHeT» mo azapecy: mscore.ru (ganee — JIMYHBIN
KabWHEeT), 0 UCIIPaBJIeHUS CUTyalluU.

2.8. KoMnaHus He HeCeT OTBETCTBEHHOCTHM B C/y4yae BO3HUKHOBEHUS (PHUHAHCOBBIX
noTepb, NOHeceHHbIX KiiMeHTOM B CBfI3M C HapylleHueM H/UAd HeHaJJiexxalluM
UCIIOJIHEHWEM UM TpeOOBaHMU MO 3alUTe OT BPEJOHOCHOr0 KOZA CBOUX YCTPOWCTB AJISA
focryna K JInuHOMy KaOUHeTY.


http://www.mscore.ru/
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3. Mepsl N0 nNpeAOTBPAlleHUI0 HECAHKIMOHHPOBAHHOrO0 JOCTyHa K 3alMIKaeMou
uHpopManuy, B TOM 4YHCJIe MNpH yTpaTe (mOTepH, XUILEHUHU) YCTPOMCTBA, C
HUCNO0/Jb30BaHUEM KOTOPOro COBepIIaJIMCh JAeWCTBUA B LeJiIX OCyLLeCTBJIeHUA
duHaHCOBBIX omepanuii, KOHTPOJIW KOHPUIrypanmuu YCTPONCTB M CBOEBPEMEHHOMY
OOHapy>KeHMI0 BO3/ e CTBUI BpeJOHOCHOI0 KO/Ja.

3.2. PexkomeHjayeTcs  MCNOJIb30BaTb HA YCTPOMCTBAX TOJIbKO  JIMIEH3UOHHOE
nporpaMMHoe obecredyeHre (omepalyOHHble CUCTEMbl, OQUCHBIE MAaKeTbl WU Mp.), U
0o6ecrneyuTh peryJspHyl0 CBOEBPEMEHHYI YCTAaHOBKY OOHOBJIEHHH ONepallOHHOU
CUCTEMBI.

3.3. PexkoMeHjyeTcsi CBOEBpPEMEHHO OOGHOBJIATb yCTAHOBJIEHHOE MPOTpPaMMHOe
obecrnieyeHre W ONepPaAlMOHHYI CUCTeMY (YyCTaHOBKA KPUTHYHbIX OOHOBJIeHMI), web-
6pays3epbl U HHOE MPUKJIaJHOE IPOrpaMMHOE 06GeclieyeHHUe.

3.4. He pekoMeHAyeTCs HCNOJIb30BaTh CPeJCTBA Y/ aJIeHHOTO a/IMUHUCTPHUPOBAHUS Ha
YCTPOWCTBE, IpeJjHa3HAYE€HHOTr0 /ISl ;0CTyNa K JINUHOMY KaGUHEeTY.

3.5. Ilpu paboTte B MHPOPMALMOHHO-TEJIEKOMMYHUKALIMOHHON ceTH «MHTepHET» He
peKOMeH/yeTCsl yCTaHaBJIMBaTh KaKHe-JM60 COMHUTEbHbBIX IPOTrPaMMBbl.

3.6. PexoMeHjyeTcsli OrpaHU4YMTb HHPOPMALMOHHBIH 0O6MeH B HHGOpPMALUOHHO-
TeJIEKOMMYHHUKAI[MOHHON ceTH «HHTepHeT» TOJIbKO HaAeXHbIMU HWHGOOPMALMOHHBIMHU
NopTaJlaMUM U TPOBEPEHHBIMU KOPPECIOHJAEHTAMH 3JIEKTPOHHOM NOYThl. PasinyHble
pa3ByieKaTe/ibHble CaWThl, CAalTbl COMHUTEJIBHOTO COJiep>KaHUsl (UrpoBble, CaUThbI
3HAKOMCTB, calThl, pacnpoctpaHstouue [10, My3bIKy, PUABMBI U T. I1.), MOTYT MOCTYKUTb
MCTOYHUKOM PacCipoCTPaHEHUsl BUPYCOB.

3.7. 3ayacTyo )KepTBaM 3/I0yMBILIJIEHHUKOB IIOCTYIIAeT BpeJOHOCHAsA MporpaMMa B BUJZie
«AHTEpPEeCHOU CCBIJIIKU» B IHUCbMe OT IKOObI 3HAaKOMOro0. BpefjoHOCHasg nporpaMMa MOeT
CKPBIBAThCA N0/, BCIJIBIBAIOLUM OKHOM peKJIaMHOM CCBIJIKA Ha web-cauTe.

3.8. Ilpu paboTe Cc 3/JIeKTPOHHOW NOYTOM He PEKOMEHJyeTCs OTKpbIBAaThb NHCbMAa HU
BJIOKEHUA K HUM, NOJIy4eHHble OT HEeU3BECTHBIX OTIpPaBUTeJeH, U He NepexoJUThb M0
coZiep>KallMMCcsl B TAKUX IMCbMax CChIJIKAM.

3.9. Ilepeg mpocMOTpPOM 3JIEKTPOHHOTO NMCbMa HEOOXOAMMO BCerja NpoBepATh aApec
otnpaBuTess. CTpoka «OTnpaBUTEIb» MOXKET COZepaTh aZjpec 3JIeKTPOHHOM MOYThI B
odunMasibHOM popMaTe, KOTOPbIU SIBJASETCS MOYTU TOUHOU Konuen azpeca KommnaHuu.
3.10. PexoMeH/iyeTcs BHUMATEJbHO YUTATh TEKCT 3JIEKTPOHHOT'O MUCbMa. JIeKTPOHHbIE
NMCbMa OT M3BECTHBIX KOMIIAHMM HHUKOrJa He cojepxkaT opdorpapuyecKux HJIH
rpaMMaTH4eCcKUX OLIMOOK. B ciydyae Ha/iM4yuA B TaKUX 3JIeKTPOHHBIX NMHCbMax CJOB Ha
MHOCTPAHHOM fI3blKe, CIlelJUaJIbHbIX CUMBOJIOB U T.J. BO3MOXXHO, 3TO - 3JIEKTPOHHOE
IMCbMO, OTIIPaBJIEHHOE MOLIEHHUKaMMH.

3.11. MHorvue MoOLIEHHUYECKHe 3JIeKTPOHHble IIMCbMa COJep>KaT IMpU3BIBBI K
6e30TJyIaraTesJIbHBIM  JeMCTBUAM, MBITasACb 3aCTaBUTb IOTEHLUAJBHYIO KEepTBY
JleCTBOBaTh OBICTPO M He0O0JyMaHHO. MHorue nojjeJsbHble COOOLIEHUS 3J€KTPOHHOU
IOYThI MbITAIOTCA YOEeAUTH MOTEHLUAJbHYI XEePTBY B TOM, UTO €€ CYeTy yrpoKaeT
ONaCHOCTb, €CJIU OTeHLMa/lbHas )XepTBa HeMe/lJIeHHO He OOHOBUT KPUTHUYECKH BaXKHbIe
JlaHHbIe.
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3.12.Eue oUH BU/J MOILIEHHUYECTBA CBSI3aH C co3aHueM dasibCcUPULIMPOBAHHBIX Web-
CalTOB - HX JOMEHHble MMeHa U CTUJU O0POpMJIEHUS MOrYT HMMHUTHUPOBATH CaWThI
KoMnaHuu u cofiepKaTh JIOX)KHbIe PEKBU3UThI U KOHTAKTHY10 HHOpMaluo. BBoj iorrHa
Y [1apoJis Ha TAKOM CaiTe MPUBOJUT K MOJIyYE€HHU IO 3TUX JAHHBIX 3JI0YMbILLJIEHHUKAMU, T.€.
pasrJalleHUI0 NePCOHANbHbBIX JAHHbBIX KJIHMEHTA.

Heo6x0aUMO MOMHHUTb, UTO CaWThl, BU3yaJIbHO HalNOMHUHAWIIMe CaUT ¢ JIMYHBIM KaOUHETOM,
CO3/Ial0TCS CHEelMaTibHO [Jis He3aKOHHOTo MoJiydeHuss MHopmanuu. B ciaydae oOGHapykeHUS
danbcupUIIMPOBAHHOTO CalTa, KONMUPYWOILEro AU3alH oduiMaibHOro caita KoMnaHuu wuaum
JlnyHOTO KabMHETa, KJIUEeHTYy Heo6X0JUMO He3aMeJJIUTEeNbHO COOOIUTh 06 3ToM KoMmnaHuu no
BCEM BO3MOXKHbIM KOHTAKTaM, yKa3aHHbIM Ha opuLMaibHOM caiiTe KoMnanuu B ceTu « MHTEepHET»
0 aZipecy: mscore.ru.

Bo wu36exaHuWe HCINOJIb30BAaHUSI TaKUX PECYPCOB HEOOXOJUMO YAOCTOBEPUTHCH, 4YTO MpPH
NOAKJIYeHUH K JIMYHOMY KabWHETy 3alllMUéHHOe COoeJJUHeHHEe OblJI0 YCTAaHOBJIEHO
HCKJIIDYUTEJbHO ¢ oduIlMaibHbIM caToM Komnanuwu. [Ipexze yeM BBECTH JIOTUH W MApPOJib,
Heo6X0JUMO MPOBEPUTH MO UHPopMaIK U3 SSL-cepTUdHKaTa NOAJUHHOCTh CalTa.

3.12. PekoMeHAyeTCsl BHUMATEJIbHO aHAJIU3UPOBATh CChLIKU. CChIIKM MOTYT ObITh TOYTH
TOYHOM KOMHEN MOAJMHHBIX, 0/JHAKO OHU MOTYT MepeHanpaBUTh NOTEHIIMAIbHYIO XKEPTBY
3JIOyMBIIIJIEHHUKOB HAa MOLIeHHUW4YeCKWW web-canut. Ecaum ccpuika  BBITJASAAUT
NO/,03PUTEJbHO (CChIJIKA C OIIMOKAMU UJIK 3aMEHOM CXOAHBIX [0 HaYepTaHHWI0 CUMBOJIOB)
WJIM He COOTBETCTBYeT TpebOBaHHAM 0e30MacHOCTH (HampuMmep, HaYuHaeTcsa c http://
BMecToO https://), He pekoOMeHAyeTCs epPexXoaUTh 10 3TOW CChLIKE.

3.13. Ucnonb3yemble B JINYHOM KabWHeTe JIOTMH U NApOJib, 3alpeliaeTcs 3aluCcbiBaTh U
XpaHUTb B MeCTaX, JOCTYNHbIX NOCTOPOHHUM JjunaM. [laposb HEOOXOJMMO XpPaHUThH B
TalHe U NpeJIpUHMMAaTh HE0OX0JUMble Mepbl NPe0CTOPOXKHOCTHU JAJ15 IPeJ0TBpalleHUs
ero HeCaHKI[MOHHPOBAaHHOTO MCII0JIb30BaHUSA. PeKOMeH/yeTcs UCM0Jb30BaTh pa3iMyHble
YHUKaJIbHble NapOJIM JJS1 pas3JIdYHbIX Web-caTOB U CUCTeM, Ha KOTOPBIX BBOJATCS
KOH(QUAeHLMalbHbIE JaHHBIE.

3.14. B ToMm ciyyae, eciu kiadeHT KoMnaHuM oO6HApPY»XuJI, YTO ero mnapoJib oT JIuuHoro
KabWHeTa CKOMIPOMETUPOBAH, PEKOMEHYeTCs He3aMeJJIMTeJbHO YBELOMUTb 00 3TOM
KoMnaHuI0o 1 CMEHUTH NAPOJIb HAa HOBBIH.

3.15. Ecin B mpouecce paboTel kKaWeHT KoMmmaHWM CTOJIKHYJICSI C TeM, YTO paHee
JeMCTBYIOIIMH MapoJsb OT ero JIMYHOro KabuHeTa He NMPUHUMaeTcsd UWHGOPMAaLMOHHOMU
cuctemon KomnaHuu, HeobxoA¥MMO yBeJOMUTb KoMmmaHHI0O M Kak MOXKHO OBICTpee
BOCII0JIb30BaTbhCsA pOPMOU BOCCTAHOBJIEHUS MAPOJIS.

3.16. KoMnaHusa He paccbliaeT 3JIEKTPOHHBIX nuceM, SMS WM Jgpyrux cooOlieHHil C
NpoCbOOM YTOUHUTh KOHQUAEHIIMAIbHbIE JJaHHbIE KJIUEHTOB (B T.4. MapoJsu, SMS-koAbl U
T.IL.).

3.17. He pexoMeHyeTcsl niepecbliaTh $aiibl ¢ KOHQUJeHMAaJIbHOU HHPOpMaLen A5
pa6oThl B JIMUHOM KabUHETE M0 OTKPBITHIM KaHaslaM CBSI3H, IO 3JIEKTPOHHOU MOYTeE UJIU
yepe3 SMS-coo0b11eHusl.


http://www.mscore.ru/
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3.18. B ToM ciy4yae, eciu KjAuMeHT KoMnaHuUM MOJy4dUJ YBeJOMJIEHUE CUCTEMBbI 00
onepauy, KOTOpPYH KJUEHT He IpPOBOAWJI - peKOMeHAyeTCd He3aMeJJUTeJNbHO
obpatuThbcsa B KomnaHuio.

3.19. /lna 6e3onacHoi paboThl B JINUHOM KabWHeTe Ha YCTPOWCTBAX PEKOMEHAYeTCs
IpPUMEHATh CpeACcTBa 0e30MacHOCTU: CpejCTBa 3alllUThl OT HECAHKIMOHUPOBAHHOTO
JIOCTyNa, IepCOHaJbHble MeXCeTeBble 3JKpaHbl, AHTHUIINMOHCKOE MpOrpaMMHOe
obeciedeHrMe W T.I, O00OeCne4uTb peryJspHOe aBTOMaTH4yeckoe OOHOBJIEHUE
IpPOrpaMMHOI0 06ecrneyeHus 3TUX CPesCTB.

3.20. He pexomeHayeTcss pabotaTb ¢ JIMYHBIM KaOMHETOM Ha yCTPOMCTBaxX o06LIero
nosb3oBaHus («MHTepHeT-Kade», BOK3asbl, a3ponopThl, OUOJIMOTEKH U T.I.). PaboTa ¢
rocTeBbIX pabo4YuMxX MeCT yBeJMYMBAaeT PHUCK HENPaBOMEPHOrO MCI0JIb30BaHUS
ayTeHTU(PUKALUOHHOU HHOpMaLUH.

3.21. [Ipu paboTe c J/IMyHbIM KaOBUHETOM Ha YCTPOWUCTBAX PEKOMEH/yeTCsl UCI0JIb30BaTh
napoJibHyto 3aiuTy (PIN-koz, rpadpudeckuid ka4, pa36JI0KMpPOBKa [0 OTHEYaTKy NaJblia,
«FacelD» u np.).

3.22. [lo 3aBepiuieHUU paboThl B JINUHOM KabHHETEe HEOOXOAMMO KOPPEKTHO MPOU3BECTH
BbIXO0/], UCN0JIb3Y4 JJI1 TOT0 COOTBETCTBYIOLUM NyHKT MEHIO.

3.23. [Ipu noTepe (XUIlleHHWHU) YCTPOMCTBA, C MCIOJb30BAaHMEM KOTOPOTO COBEPILATHMCH
JleCTBUSA B L[eJISIX OCYyLeCTBJIeHHUs1 GUHAHCOBBIX ONepaluii, He06X0JMMO B KpaTyaWlIlUi
CPOK 0OpaTUThLCA K OllepaTopy COTOBOM CBA3HU U 3a0/10kMpoBaThb SIM-KapTy.

3.24. IIpu cMeHe HoMepa TesedOHa, KOTOPBIA 3aperucTpUpoBaH B MHGOPMALMOHHOMU
cucteMe KoMnanuu Heo6xoUMO ykKas3aTb 3Ty UHopMauuio B JIMUHOM KabuHeTe, 1160
co06IUTb 06 3TOM KoMnaHWM MOCpeACTBOM MCNOJIb30BaHUSA TeepOHHOW CBSI3U 4epe3
omeparopa Kommnanuu.
OnepaTopbl COTOBOY CBA3U MOTYT NepejaTh HOMep TesedOoHa JpYyrOMy aOOHEHTY, eCJIU OH
Oy/ZieT HeaKTUBHBIM JIINTEeJIbHOE BpeMHl.

3.25. He pekoMeHyeTcA OCTaBJIATb CBOE YCTPOUCTBO 6€3 MPUCMOTPA, YTOOBI UCK/IIOYUTD
HECAaHKLMOHUPOBAHHOE UCI0Ib30BaHUe GUHAHCOBBIX YCJIYT.

3.26. He pexkomeHayeTcs BXOAWTb B JIMUYHBIM KaOWHET C YCTPOWCTB, KOTOpPble He
NpUHAJJIeXaT KJIUEHTY, 0 Ipocb0e TPeThbUX JIUL, AaXe eC/IU K KJIUeHTY 00paTU/IUCh OT
MMEHHU COTPyAHUKOB KoMnaHuH.

3.27. llpu ycTtaHOBKe Ha TeJsiepOH JOINOJHUTEJNbHbIX IPOTPaMM He0O6X0JUMO 00pallaTh
BHMMaHHe Ha I0JIHOMOYH A, KOTOpble UM Heob6xoquMbl. Heo6xoArMO 06palaTb BHUMaHUe
Ha TaKHe ONacHble pa3pelleHns: OCTyN U oTipaBKa SMS, noctyn k «MHTepHeT».

3.28. [Ilpu BHe3anmHOM MNpekpalleHuu paboTbl SIM-kapTbl HEOOXOAHWMO OOPATUTBHCA K
OmnepaTopy COTOBOM CBfI3M 3a YTOYHEHHMEM IPUYMH — BO3MOXHO, IIpOBeJleHue
MOLIEHHUYEeCKHUX JIeMCTBUM TPETbUMHU JIMLJAMH.

3.29. He pexkoMeHJyeTcd yCTaHaBJUBaTb Ha YCTPOWCTBO CTOpOHHee cucremHoe IIO0,
yCTaHaBJMBaTb Ha YCTPOWCTBE «root» AOCTyH, TaK KaK 3TO OTKJIIOYaeT 3allluTHbIE
MeXaHHU3MBbl, 3aJ/l0KeHHble IPOU3BOJMTEJIEM YyCTPOWCTBa. B pesysbTaTe yCTpPOMCTBO
CTAaHOBUTCH YASBUMBIM K 3apakeHHU0 BUPYCcHbIM [10.

3.30. CpeacTBa ¥ MeTO/ibl 3allUThI UHPOPMaLMY, NpuMeHsieMble B KoMnaHUH, MO3BOJISIOT
o6ecrneyuTbh HEOOXOAUMbBIA YPOBEHb 0€30MacCHOCTH NpU paboTe B JINUHOM KabUHETe U



CtpaHuua 6 3 6

npeaoTBpaTUTb MOIIEHHHUYECKHE AGﬁCTBHﬂ B OTHOII€HHWHU KJIMEHTOB IPHU YCJIOBHUH
BBIIIOJIHEHH A KJIMEHTAaMH peKOMeHﬂaHHﬁ, HN3JIOKE€HHBbIX B JaAHHOM JJOKYMEHTE.



